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Executive Summary

Recently, discussions within the Linux kernel and storage communities about NVM Express Technical
Proposals 8028 (TP8028) and 4129 (TP4129) have raised concerns among enterprise application owners.
These proposals address a severe data integrity risk—specifically, a "write-after-write" hazard—that can
occur during network path failures in NVMe over Fabrics (NVMe-oF) deployments.

Because these updates significantly affect the Linux NVMe-TCP driver, a misconception has emerged that
the NVMe/TCP protocol itself is inherently vulnerable to this issue. This is factually incorrect.

The vulnerability does not stem from the NVMe/TCP protocol but rather from legacy host-driven
active-active multipathing models used by certain storage array vendors. Lightbits' architecture inherently
neutralizes this vulnerability. By mandating path arbitration at the cluster level rather than at the
host-initiator level, Lightbits guarantees data integrity without subjecting enterprise applications to the
severe latency penalties imposed by the NVMe consortium's generic fixes.

The Industry Dilemma: The
Write-After-Write Hazard

In traditional enterprise NVMe-oF deployments, high availability is achieved by the host initiator
establishing parallel network paths to a target array. When a physical or logical link fails, any input/output
(1/0) commands actively in flight on that unreachable path represent a severe risk.

Because the host cannot directly query the state of the unreachable path, it cannot confirm whether a
pending write succeeded or is still queued in the target's memory. If the host independently decides to
redirect and retry those commands over a healthy alternative path, a race condition occurs. If the delayed,
original write eventually executes after the new retried write completes, the older data overwrites the
newer data. This results in silent data corruption.

To prevent this, the NVMe consortium introduced two primary safety standards:

e TP4129 (The Passive Fix): Forces host applications to wait through lengthy timeouts (KATO and
CQT) before regaining access to their storage volumes. This mathematically guarantees safety but
introduces severe application-level latency during failovers.

e TP8028 (The Active Fix): Introduces Cross-Controller Reset (CCR), an active out-of-band fencing
strategy where the host explicitly instructs the target to tear down the failed path before retrying
commands. While faster, it adds immense complexity to the host driver and still incurs massive
latency penalties (TP4129) if the reset command fails.
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Both solutions were heavily championed by vendors who rely on the host to manage path failovers. Red Hat
and the Linux kernel maintainers are pushing these updates to create a lowest-common-denominator safety
net for these specific architectural models.

The Lightbits Architectural Advantage:
Cluster-Mandated Pathing

Lightbits is fully aware of the mechanics and implications of TP8028 and TP4129. However, the operational
model that necessitates these fixes—where the host initiator has the autonomy to cancel and retry requests
on another path of its own volition—is not applicable to the Lightbits architecture.

Lightbits neutralizes the write-after-write hazard by removing path arbitration authority from the client
host and enforcing it strictly at the target cluster layer.
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How the Lightbits architecture guarantees data integrity:

e Target-Driven State Transitions: The Lightbits cluster strictly mandates which path requests can be
submitted to. The host initiator cannot autonomously submit retries to an alternate path.

e Synchronous Backend Fencing: At the exact moment an initiator observes a new primary
(optimized) path and is permitted to submit requests through it, the Lightbits cluster has already
guaranteed that no in-flight replications from the previous or failed primary are acceptable by other
nodes in the cluster.

e Elimination of Active/Active Corruption: Because the cluster mathematically guarantees that old,
inflight 1/Os are fenced and rejected before the new path is opened to the initiator, the
write-after-write (ABA) corruption scenario is physically impossible.

Conclusion

Enterprise application owners do not need to choose between data integrity and failover performance.
While the broader NVMe/TCP ecosystem is currently grappling with the latency and complexity penalties
introduced by TP4129 and TP8028, these issues are symptoms of legacy storage architectures that push
state management onto the host.

Lightbits leverages the speed and ubiquity of standard NVMe/TCP while employing an intelligent,
target-driven clustering model. By ensuring strict cluster-mandated pathing, Lightbits entirely circumvents
the vulnerabilities addressed by TP8028, delivering unparalleled data safety without sacrificing the
low-latency failover performance your applications demand.
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